Classwork: Hashing and Salting Passwords

A hash function maps data, in our case a word, onto a number. The function, called a one-

way function, is not one-to-one, so it cannot be reversed. For example, the function len
maps a word to the number of letters it contains. So, len(“Good”) = 4, but so does
len(“word”). For this assignment you will make your own hash function.

1. Create a function which uses the values of the different letters, and perhaps

Letter

Value

their positions in the word along with 2 or 3 different mathematical

operations (+,-,%,/,%) to map a string to a number. Describe the function

here.
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2. Find two short words which map to the same value using your function.
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Show your calculations for both words.
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Salting the password

One problem with hashing password is that if the has algorithm is known and the has value
is revealed, an attacker may be able to look up what password maps to that hash to
determine the password. A list of precomputed hashes for dictionary words and commonly
used passwords is called a Rainbow Table. To make this type of attack more difficult, we
add a random value called a salt.

1. Append the letters AB to one of the words from step 2 on page 1 and recompute the
hash for the new word.

2. Append the letters QU to the other word from step 2 on page 1 and recompute the
hash for it.

Both the salt and the hash are stored instead of the password. To authenticate a password,
we apply the salt to it and compute the hash. If the computed hash is the same as the
stored hash, we accept the password as correct.



